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 As you may have noticed I am British

 I apologize for anything that is lost in translation

 If it does not make sense, then ask

What did he say?



 

 Member of CEAC – Common Europe Advisory Council

 IBM 7.6 Early Ship – Beta Tester

 IBM 7.6 Redbook Author

 Performed > 100 IBM i 7.6 installs & upgrades before GA

 I have spent a lot of time with IBM i 7.6 

What does he know?





Things          Love about            7.6

1. ???? #NoSpoliers 11. Disable User Impersonation 

2. ASP 1 Encryption 12. Correct total disk space shown by NetServer 

3. Change Aggregated Ethernet whilst active 13. NetServer Unknown User in Audit Journal

4. Improvements to WRKPTFGRP 14. Multi Factor Authentication

5. QIBM_QSY_AUTH MFA integration 15. Migrate Whilst Active

6. TLS Configuration 16. Project Bob

7. Configure Host Server 17. New User Profiles that you cannot change

8. QIBM_IOSYSCFG_VIEW Function 18. ACS RSS format numeric based on locale

9. Nav4i Makeover 19. Authority Collection Service for IFS

10. Secure Passwords by Default 20. Delete Old Journal Receivers



20
Delete Old Journal Receivers



Delete Old Journal Receivers

IBM i 7.5 & 7.6
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New Authority Collection Service for IFS



New Authority Collection Service for IFS

Problem: IBM i Authorities do not translate well into the Open-Source World.
(*OBJALTER, *OBJEXIST, *OBJMGT, *OBJOPR, *OBJREF, *ADD, *DLT, *READ, *UPD, *EXECUTE)

Solution: New IBM i View called AUTHORITY_COLLECTION_IFS
Give you IFS permission information, in a way your Open-Source Developers will understand (RWX).

IBM i 7.5 & 7.6

1. STRAUTCOL TYPE(*OBJAUTCOL)
2. CHGAUTCOL OBJ('/MyApp') AUTCOLVAL(*OBJINF) SUBTREE(*ALL) SYMLNK(*YES)
3. Use your application
4. ENDAUTCOL
5. SELECT * FROM QSYS2.AUTHORITY_COLLECTION_IFS;
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ACS RSS format numeric based on locale



IBM i 7.x

ACS RSS format numeric based on locale



IBM i 7.x

ACS RSS format numeric based on locale



IBM i 7.x

ACS RSS format numeric based on locale
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New user profiles that you can’t change



New user profiles that you can’t change

IBM i 7.6

New “Not Changeable”  User profiles shipped in 7.6
• QPGMR_NC, QSECOFR_NC, QSYSOPR_NC, and QUSER_NC 

• Can NEVER have a password 
• CANNOT be added as restricted to the function usage

• Designed for operating system functions to run under
• Protection against evaluation of authority attacks
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Project Bob



Project Bob

Watson Code Assistance for i is dead

Long live King Bob! 



Project Bob

Why am I happy that WCA4i is dead?
Phase 1 Explain Code – delivered
Phase 2 Validate Code – in plan
Phase 3 Suggest Code – in plan
Phase 4 Refactor Code – in plan

Bob Starts at Phase and adds
Documentation, diagrams

New Code création, 
New application creation
Bob is NOT JUST an RPG assistant



Project Bob
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MWA – Migrate While Active



 

MWA – Migrate While Active

IBM i 7.4 through 7.6

  
  

New IBM i tool to simplify migration to new server or Cloud
1. Full backup to seed migration (This can be an existing Save21)
2. IBM i based tracking and synchronizing changes
3. Role Swap to new server
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Multi Factor Authentication for IBM i



Multi Factor Authentication for IBM i

IBM i 7.6



Multi Factor Authentication for IBM i

IBM i 7.6



Multi Factor Authentication for IBM i

IBM i 7.6



Multi Factor Authentication for IBM i

IBM i 7.6



Multi Factor Authentication for IBM i

IBM i 7.6



Multi Factor Authentication for IBM i

IBM i 7.6

Things to remember
• You need an IPL to Activate MFA but this does not enable if for all users

• Your system does not need access to a network for MFA to work

• Your system clock is vital for MFA to work, it needs to be accurate
• Consider enabling NTP client (Network Time Protocol)

• You can administer MFA via the 5250 Green Screen (If you hate yourself)

• Using Navigator for i to administer MFA is a much better experience



Multi Factor Authentication for SST – Step 1

IBM i 7.6

Enable MFA for SST with CHGSSTSECA (No IPL Required)



Multi Factor Authentication for SST – Step 2

IBM i 7.6
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Log NetServer Unknown User in Audit Journal



Log NetServer Unknown User in Audit Journal
Previously, if a user that didn’t exist on IBM i tried to connect to NetServer, this was 
the only way you could tell.  It was not logged as a VP entry in the Audit Journal



Log NetServer Unknown User in Audit Journal
Previously, if a user that didn’t exist on IBM i tried to connect to NetServer, this was 
the only way you could tell.  It was not logged as a VP entry in the Audit Journal



Log NetServer Unknown User in Audit Journal
In IBM i 7.6 if a user that didn’t exist on IBM i tried to connect to NetServer, this is 
logged as a VP entry in the Audit Journal
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Correct total disk space reported by NetServer



 

Correct total disk space reported by NetServer
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Disable User Impersonation 



Disable User Impersonation 

IBM i 7.6



Disable User Impersonation 

IBM i 7.6



Disable User Impersonation 

IBM i 7.6

Will this break my application? 
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Secure Passwords by Default



Secure Passwords by Default

IBM i 7.6

Alexis de Tocqueville
Alexis Charles Henri Clérel, comte de Tocqueville

Originator of  “Tyranny of the Default” in 1840
Source and picture courtesy of Wikipedia

System Value Description Default for IBM i 7.5 and older Default for IBM  i 7.6

QPWDLVL  Password level 0 = Not case sensitive, maximum 10 characters 3 =  Case  sensitive with maximum of  128 characters

QPWDRULES Password Rules Mininmum Length 6 Characters
Maximumim Length 8 Characters

 *ALLCRTCHG = Enforce password  rules in Create/Change User Profile
 *LMTPRFNAME = Password cannot contain Upper Case Profile Name
 *MINLEN15  = Minumum Password length of 15 characters
 *REQANY3   = Password must contain at least 3 of the 4 groups
                                   > Uppercase letters
                                   > Lowercase letters
                                   > Numbers            
                                   > Special characters
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Nav4i Makeover



Nav4i Makeover

IBM i 7.4 through 7.6



Nav4i Makeover

IBM i 7.4 through 7.6



Nav4i Makeover

IBM i 7.4 through 7.6
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QIBM_IOSYSCFG_VIEW Function



QIBM_IOSYSCFG_VIEW Function

IBM i 7.6
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Configure Host Server



Configure Host Server

IBM i 7.6 
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Navigator for i TLS Configuration



Nav4i TLS Configuration

IBM i 7.6
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QIBM_QSY_AUTH MFA integration



QIBM_QSY_AUTH MFA integration

How can you integrate your application with IBM i 7.6 MFA?

IBM i 7.6

www.ibm.com/docs/en/i/7.6.0?topic=ssw_ibm_i_76/apis/xsyauth.html



4
Improvements to WRKPTFGRP
  



Improvements to WRKPTFGRP

IBM i 7.6

• Ever wondered when PTFs were installed?
• Now you can see the Applied Date
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Change Aggregated Ethernet whilst active



Change Aggregated Ethernet whilst active

• Aggregated ethernet is not new (around since 7.1)
• New is ability to change NIC ports whilst in use 

This removes a common need for downtime

https://www.ibm.com/docs/fi/i/7.6.0?topic=ethernet-link-aggregation

IBM i 7.6
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ASP 1 Encryption



ASP 1 Encryption

• Encryption of Data at Rest
• Including the operating system 
• Works on internal IBM i storage
• Helps you meet compliance requirements
• Can be started or stopped whilst system in use
• Requires SS1 Option - Encrypted ASP Enablement 

IBM i 7.6



ASP 1 Encryption

Enabling ASP 1 Encryption
• STRSST
• Work with Disk Configuration
• Work with Encryption
• Start Encryption on ASPs

IBM i 7.6



ASP 1 Encryption

Things to consider
• The Encryption Keys are stored in the LIC
• You should take a SAVSYS or Go Save 21 after
• Do not IPL server whilst starting/stopping encryption
• There is a performance overhead (circa 20%)
• If you are moving from HDD to NVMe I doubt you’ll notice
• If i/o performance is vital consider alternatives

• NVMe Key Management (requires HMCs)
• External Storage

IBM i 7.6
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IBM i 7.6 Redbook



IBM i 7.6 Redbook



 

Questions?



Bonus
Free IBM i LLPs 7.6, 7.5, 7.4, 7.3, 7.2 & 7.1





Products/Options that no longer require license keys after PTF is installed:
5770-SS1 Option 18: Media & Storage Extension
5770-SS1 Option 36:  PSF 1-55 IPM Support
5770-SS1 Option 37:  PSF 1-100 IPM Support
5770-SS1 Option 38: PSF AnySpeed
5770-SS1 Option 41: HA Switchable Resource
5770-SS1 Option 42: HA Journal Performance
5761-AP1 Advanced DBCS Printer Support
5761-CM1 Communications Utilities
5722-IP1 InfoPrint Server
5770-JS1 Advanced Job Scheduler
5770-PT1 Performance Tools
5770-QU1 Query for i
5770-ST1 Db2 Query Mgr & SQL Dev Kit
5770-XW1 IBM i Access Family

PTFs introduced through APAR SE79942 removed the need for licensing the above
IBM i 7.6 Included in base
IBM i 7.5 PTF  SJ05538
IBM i 7.4 PTF SJ05537
IBM i 7.3 PTF SJ02851
IBM i 7.2 PTF SJ02850
IBM i 7.1 PTF SI84890

https://www.ibm.com/support/pages/apar/SE79942
https://www.ibm.com/mysupport/s/fix-information/aDrgJ0000000SifSAE/fi0135247?language=en_US
https://www.ibm.com/mysupport/s/fix-information/aDrgJ0000000Sh3SAE/fi0135246?language=en_US
https://www.ibm.com/mysupport/s/fix-information/aDrKe000000PDlKKAW/fi0132520?language=en_US
https://www.ibm.com/mysupport/s/fix-information/aDrKe000000PDlFKAW/fi0132519?language=en_US
https://www.ibm.com/support/pages/ptf/SI84890
https://www.ibm.com/support/pages/ptf/SI84890
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